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We are all familiar with throwing dice to get random numbers. How can we be sure that they are 
truly random and unpredictable? Our study shows how to handle this fundamental problem. The 
ability to create random and unpredictable bits from random physical processes in electronic 
devices (physical random bit generators (RBGs)) is essential to security and privacy in modern IT 
systems. However, little is known about how to evaluate and guarantee the reliability of the 
unpredictability of such devices. We have introduced a new property of physical RBGs, called 
“noise robustness”, and formulated it. Furthermore, we have shown that a semiconductor laser 
RBG developed by NTT is an example of promising physical RBG that has noise-robustness.
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 Mathematical definition  Noise robustness of laser RBGs

NTT is developing physical RBG 

using a semiconductor laser with 

delayed feedback. We have 

shown theoretically that this 

physical RBG has a particular 

type of noise-robustness.
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Def. We say a physical RBG has 

noise robustness if

𝐶(𝑝∗) ⊂ 𝑅(𝑝∗),
where 𝑝∗is noise target parameter, 

𝐶(𝑝∗)is noise controllable region, 

and 𝑅(𝑝∗) is noise robust region.
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