Network anomaly detection using big data analysis

Analyzing network failure/cyber attacks and their root causes

Abstract—  Network anomalies including network failures and cyber attacks are major
concerns for both network and security operators, and their rapid detection is crucial to the
provision of safe and reliable services. We are developing technologies for the rapid detection of
such events via log messages from security appliances, network equipment, and servers or
social media information such as Twitter messages. Since such information is atypical and its
volume can be huge, we adopt machine learning methods, for example, mining temporal/host
correlations in logs to detect network failure events or malicious hosts. By employing these
technologies, we will help to provide safe and reliable communication services for our customers.

Security Operation Network Operation

Customers Failure Time : XX:XX

SOC*2 Operator Failure Time XX:XX Number of impacted
2 Expacted Cause (1): customers: xx
2 ﬂ Failure point SwitchA Localtion :Y Pref.
SIEM*! platform Impacted semce:xxxva
e el TRe e | NW Failure Cause NW Failure Impact
L NMF with sparse SVM classifier
Basic Trove Sagacitas constraints

Security o Positive

intelligence

(Advanced .
HUMINT* analysis min [V = WH]|| + ) [luil

engine) st W H>0

*V/: Log Event Matrix
*W, H: Feature Matrix

analysis [€— (Advanced [
engine SIGINT™® analysis

engine)

Nedative*s

Normalization

Log
Log management — storage Extract as a event Picking tweets
Acaquisition
platform | Aouiston _ from co-occurred log related to
messages network failure
‘" A
‘ Network equipment/Server logs Social Media Information
Twitter Internet
messages news
articles

*1 SIEM: Security Information and Event Management *2 SOC: Security Operation Center
*3 SIGINT: Signal Intelligence *4 HUMINT: Human Intelligence
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