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Generating true randomness for secure ICT
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～Gbps streaming of physical random numbers～
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Physical random number generators (PRNGs) are needed to implement ultimate cryptographic systems, where
decipher is intrinsically impossible. PRGNs must be fast since ciphering large data becomes more and more
important these days. We have already shown that physical random numbers can be generated over several
Gbps using laser chaos in experiments. However, from a viewpoint of practical utilization, a real-time transducer is
required that can transform irregular analogue signal, generated from laser chaos, into physical random numbers
(digital bits). We have developed a fast physical random number generation device that can supply random
numbers directly to a PC at a speed of over several Gbps, by combining laser chaos, a fast AD converter, and
real-time bit operation systems.

0011

A/D converterFPGA
Photodetector
RF Amplifiers

Chaos laser

PC

Shared 
memory

Gbps streaming system of PRGs

Store  
random bits

Schematic of Gbps streaming 
of physical random numbers

Waveform 
example of fast 
irregular signal

Implementation
User 

application

Examples of user 
applications：
• Ultimate secure secret sharing
• Fast Monte Carlo simulations
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