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Quantum algorithm for finding collisions of hash functions

Toward secure cryptography against quantum attacks

Abstract
Recently, the security analysis of ciphers against quantum attacks is rapidly growing in importance, since quantum computers
could make strong attacks on them in the future. For such a security analysis, it is crucial to evaluate how fast quantum computers
can solve the problems used to break ciphers. Among others, it is one of the major problems to find a multi-collision of random
hash functions, essential primitives used ubiquitously in cryptosystems. In this work, we provide a novel quantum algorithm that
solves this problem. This algorithm is the fastest among all possible ones in the sense that it achieves the theoretical limit. Our
result would contribute to enhancing the security of hash-based ciphers in the quantum-computer era.
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