Quantum algorithm for finding collisions of hash functions
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Toward secure cryptography against quantum attacks

Abstract

Recently, the security analysis of ciphers against quantum attacks is rapidly growing in importance, since quantum computers
could make strong attacks on them in the future. For such a security analysis, it is crucial to evaluate how fast quantum computers
can solve the problems used to break ciphers. Among others, it is one of the major problems to find a multi-collision of random
hash functions, essential primitives used ubiquitously in cryptosystems. In this work, we provide a novel quantum algorithm that
solves this problem. This algorithm is the fastest among all possible ones in the sense that it achieves the theoretical limit. Our
result would contribute to enhancing the security of hash-based ciphers in the quantum-computer era.

Background and Our Result

* The security of cryptosystems is based on how much time is required to
attack them (e.g., even the fastest computers take a billion years for
breaking some cipher).

* As quantum computers have been actively developed recently, the security
analysis of ciphers against quantum attacks is rapidly growing in
importance.

Details of our Algorithm

We provide a fastest quantum algorithm that finds a multi-collision of a
hash function, an important cryptographic primitive.

20ur result would contribute to the security analysis of various hash-based
cryptosystems against quantum attacks.
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Collision of Hash Functions

A pair of elements is called a (2-)collision if they have an identical
image via f. Similarly, an ¢-collision is defined as ¢ elements with
an identical image via f (e.g., f(i) = f() = f(k) for a 3-collision).
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Finding a collision makes it possible to tamper electronic data.
=For assessing the security, it is necessary to estimate the
hardness of (i.e., the time required for) finding collisions.

o Such estimation requires algorithms for finding collisions.

Driving force behind the improvement of security of hash functions
has been the discovery of faster collision-finding algorithms
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We provide a theoretical bound on the run-time taken by our
quantum algorithm to find a multi-collision for a given random hash
function. Then, we illustrate the idea used in our algorithm.

For a given random hash function f:{1,-:-,M} - {1,---,N} (M = N),
our quantum algorithm can find an ¢-collision of f in
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(assuming that f can be computed quickly).

OThis attains the theoretical time bound ( matching with the lower bound [LZ20])

Comparison with Previous Bound [HSX17] on Time Complexity
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Ex.) In the case of £ =3 and N = 2000, ours is a billion times
faster than the previous algorithm.
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Outline of Algorithm (3-collision case)

. Sample subset I c [N] and compute the image f(I) of I, where [N] = {1,---,N}

. Find a subset J c [N]\ I that forms 2-collisions with elements in I, and
compute f(J).

. Find an element k € [N]\ (I u]J) that forms a 3-collision with an element
pair inIxj.

. Output the triplet (i, j, k). Y,
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1. Sample subset 1 <t f(I): image of 1-collisions

2.FindJ c [N]\ I by ... f(J):image of 2-collisions
using quantum search
“Iaf (k):image of a 3-collision
3.Findk e [N]\ (Iu)) by
using quantum search
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